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( 57 ) ABSTRACT 

a user profile of behavior of a specific user is generated , 
including obtaining a plurality of dummy user profiles . An 
initial behavioral dataset relating to the behavior of the 
specific user during a specific transaction is collected , and 
compared to each of the plurality of dummy user profiles . 
When the initial behavioral dataset matches at least one of 
the plurality of dummy user profiles , the method further 
includes initiating a new user profile of the specific user to 
be equivalent to the at least a portion of at least one of the 
plurality of dummy user profiles , and further training the 
new user profile based on the initial behavioral dataset , to 
modify the new user profile to more accurately reflect 
behavior of the specific user . 

16 Claims , 5 Drawing Sheets 
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FIGURE 1A 
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METHOD AND A SYSTEM FOR CREATING Explicit ” inputs are those which , under normal circum 
A BEHAVIORAL USER PROFILE stances , remain constant or substantially constant over time . 

“ Time ” for purposes of the prior definition can be defined as 
FIELD OF THE DISCLOSED TECHNOLOGY three months , one year , ten years , and / or a lifetime . For 

example , retinal patterns under normal circumstances ( for 
The disclosed technology relates generally to authentica- the majority of people ) remain substantially constant 

tion of users using behavioral user profiles , and , more through one's entire adult life but for an accident ( for a 
specifically , to a method and a system for improving the minority of people ) whereas an angle of swiping the screen 
creation of behavioral user profiles created using machine while scrolling ( a behaviometric ) can change over time and 
learning techniques , by creation of a specific user profile be substantially different even from one act to the next . 
from a trained dummy profile . However , behaviometric inputs often create recognizable 

patterns . “ Behaviometric ” is defined as a measurement of 
BACKGROUND OF THE DISCLOSED a behavior of a user , the behavior being unexact to each 

TECHNOLOGY other measurement thereof . " 
“ Statistical tests ” for purposes of this disclosure are 

Electronic devices are used by millions of people to defined as determining a distance of new behavioral samples perform many types of operations , such as communicating of a variable ( e.g. any / all keys or bigram flight times etc. ) to 
with other people ( e.g. by email , instant messaging , phone the previously sampled distribution ( the learned profile ) . In 
calls , and video chats ) , capturing memories ( e.g. taking 20 some embodiments , this is carried out by comparing the 
pictures , videos , and voice recordings ) , entertainment ( e.g. samples to a mean value of an assumed underlying distri 
listening to music , watching videos , playing games ) , finan- bution , which can be e.g. Gaussian or log - normal , or com 
cial transactions ( e.g. access to bank accounts , transferring puting the Kullback - Leibler divergence which is a measure 
funds , shopping ) and the like . of the “ surprise ” or information gain of new samples to an 
Some of the more sensitive transactions that may be 25 underlying distribution , or if sufficient samples are available , 

carried out using electronic devices , such as transactions perform a two - sample Kolmogorov - Smirnov or a Cucconi 
requiring transfer of funds ( e.g. shopping , bank account test to determine the similarity . In each of the above meth 
transactions , and the like ) , require authentication of the user ods , a suitable accept / reject threshold ( or “ critical value ” ) is 
in order to ensure that the user carrying out the transaction set . 
is indeed the human authorized to do so . It should be understood that the use of and / or ” is defined 

Various prior art systems and methods authenticate the inclusively such that the term “ a and / or b ” should be read to 
user based on the behavior of the user , which may be learned include the sets : “ a and b , " " a or b , " " a , " “ b . " 
over time using machine learning techniques . For example , According to an aspect of some embodiments of the 
behaviors that can be used to authenticate a user may include teachings herein , there is provided a method for generating 
typing characteristics , mouse use characteristics , and the 35 a user profile of behavior of a specific user using a com 
like . However , accurately training a user profile of a specific puting device associated with at least one input interface . 
user , using machine learning methodologies , is often slow , The method includes obtaining a plurality of dummy user 
particularly when little behavioral information is available profiles , each dummy user profile reflecting the behavior of 
per session , or when the user only carries out few sessions . a group of users . The method further includes collecting , 

There is thus a need in the art for a system and method for 40 from the computing device , an initial behavioral dataset 
improving the creation of a behavioral user profile for a relating to the behavior of the specific user during a specific 
specific user , using machine learning methodologies , such transaction , and comparing the initial behavioral dataset to 
that the behavioral user profile will be created accurately and each of the plurality of dummy user profiles . When the initial 
quickly , to ensure the accurate authentication of the specific behavioral dataset matches at least one of the plurality of 

45 dummy user profiles , the method further includes initiating 
a new user profile of the specific user to be equivalent to the 

SUMMARY OF THE DISCLOSED at least a portion of at least one of the plurality of dummy 
TECHNOLOGY user profiles , and further training the new user profile based 

on the initial behavioral dataset , to modify the new user 
The disclosed technology relates generally to authentica- 50 profile to more accurately reflect behavior of the specific 

tion of users using behavioral user profiles , and , more 
specifically , to a method and a system for improving the In some embodiments , the obtaining of the plurality of 
creation of behavioral user profiles created using machine dummy user profiles includes collecting a plurality of data 
learning techniques , by creation of a specific user profile sets of user behaviors , each dataset corresponding to a 
from a trained dummy profile . 55 transaction carried out by one of the group of users , clus 

In the context of the present specification and claims , the tering the plurality of datasets into groups , based on matches 
term “ dataset ” or “ set of data ” is defined as a data sample or similarities between ones of the plurality of datasets , 
including all the data collected during a single recorded user where each group of datasets includes datasets that match 
session of a specific user , or during a single specific online one another , and generating , for each group of datasets , a 
transaction . 60 corresponding dummy user profile , including values for 

In the context of the present specification and claims , the behavioral characteristics , to obtain a group of dummy user 
terms “ substantially ” and “ approximately ” are defined as profiles . 
being within 10 % of a target number or measure . In some embodiments , each two dummy user profiles of 

“ Basic authorization ” or “ authentication ” is defined as the group of dummy user profiles are compared to each 
authorization to access some data with the device while 65 other . When a distance between the two dummy user profiles 
other data remains inaccessible to the user until a " stepped is smaller than a predetermined distance threshold , the two 
up ” or “ second ” authentication occurs . dummy user profiles are merged into a single dummy user 

user . 

user . 
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profile . Following the comparing and the merging , the group plurality of dummy user profiles and further trains the new 
of dummy user profiles includes the plurality of user pro- user profile based on the initial behavioral dataset , to modify 
files . the new user profile to more accurately reflect behavior of 

In some embodiments , for each group of datasets , the the specific user . 
corresponding dummy user profile is not identical to any 5 In some embodiments , the computer network , connected 
dataset in the group of datasets . In some embodiments , to the network interface , includes a plurality of user - oper generating the corresponding dummy user profile includes ated computing devices . In some embodiments , the at least assigning to each behavioral characteristic in the dummy one behavioral input device obtaining , from the plurality of user profile an average or a median of values of the behav user - operated computing devices via the network interface , ioral characteristics in datasets in the group of datasets . a plurality of dataset including behavioral information of a In some embodiments , a first of the plurality of dummy plurality of users using the plurality of user - operated com user profiles includes only values relating to a first set of 
behavioral characteristics , for example values relating to puting devices , the plurality of users excluding the specific 
keyboard use , and a second of the plurality of dummy user user . In some such embodiments , prior to the processor 
profiles includes only values relating to a second set of 15 obtaining the initial behavioral dataset , the processor addi 
behavioral characteristics , the second set of behavioral char tionally obtains from the behavioral input device a plurality 
acteristics being different from the first set of behavioral of datasets of user behaviors , each dataset corresponding to 
characteristics , for example values relating to touchpad use . a transaction carried out by one of the group of users . The 

In some embodiments , a first set of behavioral character- processor then clusters the plurality of datasets into groups , 
istics of the initial behavioral dataset matches a first portion 20 based on matches or similarities between ones of the plu 
of a first of the plurality of dummy user profiles , and a rality of datasets , where each group of datasets includes 
second set of behavioral characteristics of the initial behav- datasets that match one another , and generates , for each 
ioral dataset matches a second portion of a second of the group of datasets , a corresponding dummy user profile , 
plurality of dummy user profiles , the first and second sets of including values for behavioral characteristics , to obtain a 
behavioral characteristics being different from each other . In 25 group of dummy user profiles . The processor stores the 
some such embodiments , initiating a new user profile group of dummy user profiles in the storage element as the 
includes initiating the first set of behavioral characteristics plurality of user profiles . 
of the new user profile to be equivalent to the first portion of In some embodiments , prior to the processor storing the the first dummy user profile and the second set of behavioral group of dummy user profiles , the processor further com characteristics of the new user profile to be equivalent to the 30 pares each two dummy user profiles of the group of dummy second portion of the second dummy user profile . user profiles . When a distance between the two dummy user In some embodiments , comparing the initial behavioral 
dataset to each of the plurality of dummy user profiles profiles is smaller than a predetermined distance threshold , 
includes computing a distance metric between the initial the processor merges the two dummy user profiles into a 
behavioral dataset and each of the plurality of dummy user 35 single dummy user profile , thereby modifying the group of 
profiles , and selecting a specific dummy user profile , or dummy user profiles includes the plurality of user profiles . 
portion thereof , from which a distance of the initial behav In some embodiments , for each group of datasets , the 
ioral dataset is minimal . corresponding dummy user profile is not identical to any 

In some embodiments , the behavioral characteristics dataset in the group of datasets . In some embodiments , the 
include any one or more of touch gesture characteristics , 40 processor generates the corresponding dummy user profile 
mouse use characteristics , keyboard use characteristics , by assigning to each behavioral characteristic in the dummy 
device motion characteristics , application use characteris- user profile an average or a median of values of the behav 
tics , speech recognition characteristics , and transaction tim- ioral characteristics in datasets in the group of datasets . 
ing characteristics . In some embodiments , a first of the plurality of dummy 

According to another aspect of some embodiments of the 45 user profiles includes only values relating to a first set of 
teachings herein , there is provided a device for generating a behavioral characteristics , and a second of the plurality of 
user profile for authenticating a specific user for access to dummy user profiles includes only values relating to a 
protected information , the specific user being associated second set of behavioral characteristics , the second set of 
with a user computing device having an input interface . The behavioral characteristics being different from the first set of 
device includes a storage element , storing a plurality of 50 behavioral characteristics . 
dummy user profiles , each dummy user profile reflecting the In some embodiments , a first set of behavioral character 
behavior of a group of users . A network interface is con- istics of the initial behavioral dataset matches a first portion 
nected to a computer network , the computer network includ- of a first of the plurality of dummy user profiles , and a 
ing the user computing device . At least one behavioral input second set of behavioral characteristics of the initial behav 
device obtains , from the user computing device via the 55 ioral dataset matches a second portion of a second of the 
network interface , a dataset including behavioral informa- plurality of dummy user profiles , the first and second sets of 
tion of the specific user . The device further includes a behavioral characteristics being different from each other . In 
processor , functionally associated with storage element , the such embodiments , the processor initiates a new user profile 
network interface , and the at least one behavioral input by initiating the first set of behavioral characteristics of the 
device , the processor obtaining from the behavioral input 60 new user profile to be equivalent to the first portion of the 
device an initial behavioral dataset relating to the behavior first dummy user profile and the second set of behavioral 
of the specific user during a specific transaction and com- characteristics of the new user profile to be equivalent to the 
paring the initial behavioral dataset to each of the plurality second portion of the second dummy user profile . 
of dummy user profiles . When the initial behavioral dataset In some embodiments , the processor compares the initial 
matches at least one of the plurality of dummy user profiles 65 behavioral dataset to each of the plurality of dummy user 
the processor initiates a new user profile of the specific user profiles by computing a distance metric between the initial 
to be equivalent to the at least a portion of at least one of the behavioral dataset and each of the plurality of dummy user 
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profiles , and selecting a specific dummy user profile , or As seen in FIG . 1A , at an initial step S100 of the method , 
portion thereof , from which a distance of the initial behav- multiple behavioral datasets are collected from multiple 
ioral dataset is minimal . users , indicated as sets 150a , 1506 , 150n in FIG . 1B . The 

In some embodiments , the behavioral characteristics datasets may be collected using a plurality of user devices , 
include any one or more of touch gesture characteristics , 5 as described hereinbelow , where each such user device is 
mouse use characteristics , keyboard use characteristics , associated with a user interface used by a user during the 
device motion characteristics , application use characteris- transaction . In some embodiments , thousands , or even mil 
tics , speech recognition characteristics , and transaction tim- lions , of such behavioral datasets are collected from thou 
ing characteristics . sands of users . In some embodiments , the datasets are 

collected during a variety of online transactions , such as BRIEF DESCRIPTION OF THE DRAWINGS banking transactions , insurance transactions , online shop 
ping , access to educational records , access to medical FIGS . 1A and 1B are , respectively , a flowchart and a records , and the like . schematic block diagram of a method and a device for The collected behavioral datasets may include data relat generating a plurality of dummy profiles , to be used for 15 

generating a behavioral user profile for a specific user , ing to touch gestures , such as angle of swipe , acceleration of 
according to an embodiment of the teachings herein . swipe , velocity of swipe , time of flight , dominant side , area 
FIG . 2 is a flowchart of a method for generating a of swipe , curve fitting , heat map of swipe , distance of 

behavioral user profile for a specific user using the dummy swipe ) . The collected behavioral datasets may include data 
profiles generated using the method and device of FIGS . 1A 20 relating to keyboard actions , such as a keystroke pattern , a 
and 1B , according to an embodiment of the teachings herein . keystroke style , keystroke dwell , keystroke flight time . The 
FIG . 3A is a block diagram of a system for generating a collected behavioral datasets may include data relating to the 

behavioral user profile for a specific user , using a plurality user moving a mobile device , for example captured by a 
of dummy profiles , according to embodiments of the dis- gyrostatic sensor , accelerometer , and or positioning sensor 
closed technology 25 of the device . The collected behavioral datasets may include 
FIG . 3B is a high level block diagram of devices used to data relating to use of one or more particular applications 

carry out embodiments of the disclosed technology . during transactions . The collected behavioral datasets may 
include data relating to speech recognition . The collected 

DETAILED DESCRIPTION OF EMBODIMENTS behavioral datasets may include data relating to timing of 
OF THE DISCLOSED TECHNOLOGY 30 transactions and / or of one or more particular applications 

used for transactions , and the like . 
In an embodiment of the disclosed technology , multiple The collected behavioral datasets are transmitted , for 

sets of behavioral data received from a plurality of users are example from each user device , to a central matching 
matched , classified , and / or clustered to generate a plurality module 152 ( FIG . 1B ) which may be a software module 
of dummy user profiles . The dummy user profiles need not 35 executed by a processor as described hereinbelow . As seen 
necessarily correspond to the behavioral data of any specific at step S102 of FIG . 1A , central matching module 152 
user , and may be a combination of behaviors of various compares the collected behavioral datasets for matches , and 
users . The dummy user profiles may be dummy user profiles generates groups of datasets , where each group has matching 
relating to specific behavioral traits , for example dummy datasets . This may be accomplished using clustering and / or 
user profiles relating to keyboard use characteristics , dummy 40 classification algorithms , for example . In some embodi 
user profiles relating to mouse use characteristics , and the ments , central matching module 152 groups the datasets to 
like . maximize the amount of non - overlapping information 
When a set of behavioral data is collected for a new user , between each two groups . 

which does not yet have a user profile , the collected set of The matching module 152 then turns each of the groups 
data is compared to the dummy profiles , and the closest one 45 of matching datasets into a dummy profile , resulting in a 
or more dummy profiles are used as a basis for the new user plurality of dummy profiles indicated in FIG . 1B by refer 
profile . In some cases , different dummy profiles may be used ence numeral 154. Each such dummy profile is based on one 
as a basis for different behavioral aspects of the new user or more behavioral datasets , but need not be identical to any 
profile , such as keyboard use characteristics and mouse use of the datasets on which it is based . Rather , the dummy 
characteristics . The user's own information is then used to 50 profile agglomerates the data . For example , for each behav 
further train the new user profile , to make the new user ioral characteristic in the dataset , the dummy profile may 
profile unique , and accurate , to the new user . In future include an average , or a median , of the values of that 
sessions , the new user profile is used , and may be further behavioral characteristic in the datasets of the group . 
trained by additional datasets collected for the new user , in As seen in FIG . 1B , the generated dummy profiles 154 are 
some cases to the point that the new user profile is unique 55 then processed by a distance and merging module 156 which 
and distinct from any of the dummy profiles . The new user may be a software module executed by a processor as 
profile may then be used to authenticate the user for online described hereinbelow . As indicated at step S104 of FIG . 
transactions , such as financial transactions and medical 1A , distance and merging module 156 compares each two 
transactions . dummy profiles 154 to one another and determines whether 

Embodiments of the disclosed technology will become 60 a distance therebetween is below a predetermined threshold . 
clearer in view of the following description of the drawings . For example , the distance between two dummy profiles may 

Reference is now made to FIGS . 1A and 1B , which are , be measured according to a sum of heuristic distances or 
respectively , a flowchart and a schematic block diagram of difference of behavioral characteristics between the two 
a method and a device for generating a plurality of dummy dummy profiles ( e.g. for two dummy profiles , the distance 
profiles , to be used for generating a behavioral user profile 65 can be the sum of difference in key dwell time , difference in 
for a specific user , according to an embodiment of the key flight time , difference in mouse swipe acceleration , and 
teachings herein . difference in touch pressure ) . However , any other suitable 
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distance metric may be used to determine the distance dummy profile , to enable the new user profile to rapidly 
between two dummy profiles . converge to be accurate for the new specific user . 
As seen at step S106 , if the distance between two dummy In some embodiments , the match identified at step S204 

profiles is below the threshold , those two dummy profiles are may be a match to more than one dummy profile . For 
merged into a single , combined , dummy profile , for example 5 example , keyboard use characteristics of the new user's 
by distance and merging module 156. This is shown , for dataset may match keyboard use characteristics in first example , in FIG . 1B , by merging of DP1 and DP2 into dummy profile , while mouse use characteristics of the new DP1 + 2 , indicated by reference numeral 158. If the distance user's dataset may match mouse use characteristics in a between two dummy profiles is above the threshold , the second dummy profile . In some embodiments , the relevant distance and merging module does not merge those profiles , 10 portions of each of the first and second dummy profiles may and they remain as they were , as shown in FIG . 1B for DP3 be combined to form the new user profile at step S206 , and DP4 , which retained their reference numeral 154. Turn which is then trained based on the new user's actual dataset ing to step S108 , it is seen that the generated set of dummy 
profiles is stored , for example in non - transitory computer at step S208 . 
memory , for future use to generate a user profile for a new , 15 At step S10 , the new , trained , user profile , is used , during 
specific , user , as described hereinbelow with respect to FIG . future transactions , to authenticate the new specific user . In 
2 . behavioral systems , there is typically an enrollment phase 

Reference is now made to FIG . 2 , which is a flowchart of and an authentication phase . In the enrollment phase , the 
a method for generating a behavioral user profile for a behavior of the user is gathered on the client computer , and 
specific user using the dummy profiles generated using the 20 transferred to a behaviometric authentication system which 
method of FIGS . 14 and 1B , according to an embodiment of generates a behavioral profile and stores it in a database . 
the teachings herein . In the authentication phase , the behavior of the user is 
As seen in FIG . 2 , at an initial step S200 of the method , gathered on the client computer , and is sent to the behavioral 

a behavioral datasets of a specific user , not having a defined authentication system . The behavioral authentication system 
user profile in the system , is collected during a specific 25 compares the received data with the associated behavioral 
transaction . The dataset may be collected using a user device profile . If the behavior of the user is similar to the behavior 
associated with a user interface used by the specific user stored in the associated behavioral profile , the user is granted 
during the transaction . In some embodiments , the dataset access to the protected application or the protected resource . 
may be collected during an online transactions , such as a The problem with this solution is that there is no possibility 
banking transaction , an insurance transaction , an online 30 of adding multiple users to the same profile , as different 
shopping transaction , access to educational records , access users show different behaviors . 
to medical records , and the like . In many environments , such as banking applications or 

The collected behavioral dataset may include data relating access control systems for sensitive information , multiple 
to touch gestures , such as angle of swipe , acceleration of users may access the protected information or application 
swipe , velocity of swipe , time of flight , dominant side , area 35 with the same username or user credentials , such as a 
of swipe , curve fitting , heat map of swipe , distance of customer number and a user specific PIN . For example , this 
swipe ) . The collected behavioral dataset may include data may occur when using “ spouse accounts ” . In banking appli 
relating to keyboard actions , such as a keystroke pattern , a cations the users may be the owner of the account and his 
keystroke style , keystroke dwell , keystroke flight time . The spouse , or multiple people in a company , where several 
collected behavioral dataset may include data relating to the 40 people are allowed to manage a banking account while using 
user moving a mobile device , for example captured by a the same customer number . 
gyrostatic sensor , accelerometer , and or positioning sensor As behavioral methods are built to discriminate users 
of the device . The collected behavioral dataset may include based on their behavior , they cope poorly with authenticat 
data relating to use of one or more particular applications ing users for shared accounts , as each of the user's autho 
during transactions . The collected behavioral dataset may 45 rized to access the account has his or her own unique 
include data relating to speech recognition . The collected behavior profile . Consequently , a behavior profile must be 
behavioral dataset may include data relating to timing of built for each authorized user , while being associated with a 
transactions and / or of one or more particular applications single customer number or identifier . As such , the behavioral 
used for the transaction , and the like . profile for one customer number must consist of the stored 

The behavioral dataset collected from the specific new 50 behavior of several people . This is not possible with the 
user is compared to each of the stored dummy profiles , above described solutions . Thus , needed in the art are more 
generate using the method of FIG . 1A , at step S202 . A match effective systems and methods for using behavioral infor 
between the dataset and one or more stored dummy profiles mation for authenticating several users using the same 
may be measured by the same metrics used to identify a authentication information . 
match between datasets , or a distance between dummy 55 Accordingly , it is an object of the present invention to 
profiles , in the method of FIG . 1A . provide a device , a computer program and a method for 

If the specific behavioral dataset does not match any of the identifying multiple users based on their behavior ( and 
dummy profiles , at step S204 a new user profile is created for measurements thereof , which are “ behaviometrics ” ) . In the 
the new specific user , and is trained only based on the dataset case of identifying multiple users , it is an additional object 
collected from that user , in a similar manner to that of the 60 of the disclosed invention to authenticate these multiple 
prior art . Otherwise , if the behavioral dataset matches one or users , for access to protected information using the user 
more of the dummy profiles , at step S206 a new user profile credential information . Such authentication is based on 
is initiated to be equivalent to the matching dummy monitoring and gathering behavior information , so that a 
profile ( s ) , and at step S208 that new user profile is trained , behavioral user profile and a behavioral user sample are 
based on the collected behavioral dataset of the new specific 65 formed and stored for multiple users , in association with the 
user . For example , a greater weight may be given to the authentication information , so as to determine security clear 
behavioral data of the specific user than to data in the ance during future uses of said protected information , as 
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The invention claimed is : said initiating a new user profile comprises initiating said 
1. A method for generating a user profile of behavior of a first set of behavioral characteristics of said new user 

specific user using a computing device associated with at profile to be equivalent to said first portion of said first 
least one input interface , the method comprising : dummy user profile and said second set of behavioral 

obtaining a plurality of dummy user profiles , each dummy 5 characteristics of said new user profile to be equivalent 
user profile reflecting the behavior of a group of users ; to said second portion of said second dummy user 

collecting , from said computing device , an initial behav profile . 
ioral dataset relating to the behavior of the specific user 7. The method of claim 1 , wherein said comparing the 
during a specific transaction ; initial behavioral dataset to each of the plurality of dummy 

comparing the initial behavioral dataset to each of the 10 user profiles comprises computing a distance metric between 
plurality of dummy user profiles ; said initial behavioral dataset and each of the plurality of 

in response to a determination that said initial behavioral dummy user profiles , and selecting a specific dummy user 
dataset is a best match or one of a plurality of best profile , or portion thereof , from which a distance of the 
matches above a threshold to at least one of said initial behavioral dataset is minimal . 
plurality of dummy user profiles : 8. The method of claim 1 , wherein said behavioral char 
initiating a new user profile of said specific user to be acteristics include any one or more of touch gesture char 

equivalent to said at least a portion of at least one of acteristics , mouse use characteristics , keyboard use charac 
said plurality of dummy user profiles ; and teristics , device motion characteristics , application use 

further training said new user profile based on said characteristics , speech recognition characteristics , and trans 
initial behavioral dataset , to modify said new user 20 action timing characteristics . 
profile to more accurately reflect behavior of said 9. A device for generating a user profile for authenticating 
specific user ; and a specific user for access to protected information , the 

generating , for each group of datasets including values for specific user being associated with a user computing device 
behavioral characteristics , a corresponding dummy having an input interface , the device comprising : 
user profile , a storage element , storing a plurality of dummy user 

i , to obtain a group of dummy user profiles profiles , each dummy user profile reflecting the behav 
comparing each two dummy user profiles of said group of ior of a group of users ; 
dummy user profiles ; and a network interface connected to a computer network , the 

in response to a determination that a distance between computer network including the user computing 
said two dummy user profiles is smaller than a prede- 30 device ; 
termined distance threshold , merging said two dummy at least one behavioral input device obtaining , from the 
user profiles into a single dummy user profile , user computing device via said network interface , a 

wherein , following said comparing and said merging , the dataset including behavioral information of the specific 
group of dummy user profiles comprises said plurality 
of datasets . a processor , functionally associated with storage element , 

2. The method of claim 1 , wherein said obtaining a said network interface , and said at least one behavioral 
plurality of dummy user profiles further comprises : input device , said processor : 

collecting a plurality of datasets of user behaviors , each obtaining from said behavioral input device an initial 
dataset corresponding to a transaction carried out by behavioral dataset relating to the behavior of the 
one of said group of users ; and specific user during a specific transaction ; 

clustering said plurality of datasets into groups , based on comparing said initial behavioral dataset to each of the 
matches or similarities between ones of said plurality of plurality of dummy user profiles ; and 
datasets , where each group of datasets includes datasets in response to a determination that said initial behav 
that match one another . ioral dataset matches at least one of said plurality of 

3. The method of claim 2 , wherein , for each group of 45 dummy user profiles : 
datasets , said corresponding dummy user profile is not initiating a new user profile of said specific user to be 
identical to any dataset in said group of datasets . equivalent to said at least a portion of at least one 

4. The method of claim 2 , wherein said generating said of said plurality of dummy user profiles ; and 
corresponding dummy user profile comprises assigning to further training said new user profile based on said 
each behavioral characteristic in the dummy user profile an 50 initial behavioral dataset , to modify said new user 
average or a median of values of said behavioral character profile to more accurately reflect behavior of said 
istics in datasets in said group of datasets . specific user ; 

5. The method of claim 1 , wherein a first of said plurality clustering said plurality of datasets into groups , based 
of dummy user profiles includes only values relating to a on matches or similarities between ones of said 
first set of behavioral characteristics , and a second of said 55 plurality of datasets , where each group of datasets 
plurality of dummy user profiles includes only values relat includes datasets that match one another ; 
ing to a second set of behavioral characteristics , the second wherein prior to said processor storing said group of 
set of behavioral characteristics being different from the first dummy user profiles , said processor further : 
set of behavioral characteristics . comparing each two dummy user profiles of said group 

6. The method of claim 1 , wherein , in response to a 60 of dummy user profiles ; and 
determination that a first set of behavioral characteristics of in response to a determination that a distance 
said initial behavioral dataset matches a first portion of a first between said two dummy user profiles is smaller 
of said plurality of dummy user profiles , and a second set of than a predetermined distance threshold , merging 
behavioral characteristics of said initial behavioral dataset said two dummy user profiles into a single dummy 
matches a second portion of a second of said plurality of 65 user profile , thereby modifying said group of 
dummy user profiles , the first and second sets of behavioral dummy user profiles comprises said plurality of 
characteristics being different from each other , user profiles . 

user ; and 
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10. The device of claim 9 , wherein : plurality of dummy user profiles includes only values relat 
said computer network , connected to said network inter- ing to a second set of behavioral characteristics , the second 

face , includes a plurality of user - operated computing set of behavioral characteristics being different from the first 
devices ; set of behavioral characteristics . 

said at least one behavioral input device obtaining , from 5 14. The device of claim 9 , wherein in response to a 
said plurality of user - operated computing devices via determination that a first set of behavioral characteristics of 
said network interface , a plurality of dataset including said initial behavioral dataset matches a first portion of a first behavioral information of a plurality of users using said of said plurality of dummy user profiles , and a second set of plurality of user - operated computing devices , said plu behavioral characteristics of said initial behavioral dataset rality of users excluding said specific user ; and matches a second portion of a second of said plurality of prior to said processor obtaining said initial behavioral 
dataset , said processor additionally : dummy user profiles , the first and second sets of behavioral 
obtaining from said behavioral input device a plurality characteristics being different from each other , 

of datasets of user behaviors , each dataset corre said processor initiating a new user profile comprises said 
sponding to a transaction carried out by one of said 15 processor initiating said first set of behavioral charac 
group of users ; teristics of said new user profile to be equivalent to said 

generating , for each group of datasets , a corresponding first portion of said first dummy user profile and said 
second set of behavioral characteristics of said new dummy user profile , including values for behavioral 

characteristics , to obtain a group of dummy user user profile to be equivalent to said second portion of 
profiles , and said second dummy user profile . 

15. The device of claim 9 , wherein said processor com storing said group of dummy user profiles in said 
storage element as said plurality of user profiles . paring the initial behavioral dataset to each of the plurality 

11. The device of claim 10 , wherein , for each group of of dummy user profiles comprises said processor computing 
a distance metric between said initial behavioral dataset and datasets , said corresponding dummy user profile is not 

identical to any dataset in said group of datasets . each of the plurality of dummy user profiles , and selecting 
12. The device of claim 10 , wherein said processor a specific dummy user profile , or portion thereof , from 

which a distance of the initial behavioral dataset is minimal . generating said corresponding dummy user profile com 16. The device of claim 9 , wherein said behavioral prises said processor assigning to each behavioral charac characteristics include any one or more of touch gesture teristic in the dummy user profile an average or a median of 
values of said behavioral characteristics in datasets in said 30 characteristics , mouse use characteristics , keyboard use 

characteristics , device motion characteristics , application group of datasets . 
13. The device of claim 9 , wherein a first of said plurality use characteristics , speech recognition characteristics , and 

of dummy user profiles includes only values relating to a transaction timing characteristics . 
first set of behavioral characteristics , and a second of said 
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