US 20090202053A1

a9 United States

a2y Patent Application Publication o) Pub. No.: US 2009/0202053 A1

Zehnbacht et al. 43) Pub. Date: Aug. 13,2009
(54) METHOD AND DEVICE FOR PREVENTING (22) Filed: Feb. 11, 2008
MISUSE OF PERSONAL INFORMATION
Publication Classification
(75) Inventors: Alexander Zehnbacht, Brooklvn, (51) Int.CL
NY (US); Steve S. Finkelstein, HO04M 11/00 (2006.01)
Philadelphia, PA (US) (52) US.Cle eooooeeeeeeeeeeoeeeeeee e 379/93.12
Correspondence Address: 57 ABSTRACT
Law Ofﬁc‘? of Mlchae.l J. Feigin The invention disclosed comprises a method and device for
103 The Circle, Passaic . .
Passaic, NJ 07055 (US) receiving an order request from a first party along with con-
’ tact information for the first party, routing at least some com-
] . munication made using, or to, second contact information,
(73) Assignee: Limelock, LLC, Brooklyn, NY such as may be provided to the first party, and providing at
us) least part of the order request and first contact information to
athird party. The contact information may be a phone number
(21) Appl. No.: 12/028,875 or an e-mail address or a plurality of same.
Enter Order Request —— 110
Enter First Phone Number — 120
Enter E-Mail Address — 130
140 ; -
Anonymize ves | Configure a Second
Phone Number? Phone Number
150
160

Anonymize
E-Mail Address?

Yes

Configure a Second
E-Mail Address

170

Send Data to Third Party

}

\ 180

Receive Contact from a Third Party Desiring to
Fulfill at Least a Part of the Order Request via
Second Contact Information

190




Patent Application Publication  Aug. 13, 2009 Sheet 1 of 9 US 2009/0202053 A1

Enter Order Request —— 110

|

Enter First Phone Number — 120
!

Enter E-Mail Address — 130

140 Anonymize ves .| Configure a Second

Phone Number? 1 Phone Number

150

160

Anonymize
E-Mail Address?

ves .| CoONfigure a Second
E-Mail Address

170
Send Data to Third Party
: \ 180
Receive Contact from a Third Party Desiring to
Fulfill at Least a Part of the Order Request via
Second Contact Information 190

Figure 1



Patent Application Publication  Aug. 13, 2009 Sheet 2 of 9 US 2009/0202053 A1

Receive Order Request from First Party —~ 210

|

Receive First Phone Number — 220

!

Receive E-Mail Address

|

Request
to Anonymize

240

Configure a Second
Phone Number to
Route at Least One

Phone Number?

Incoming Call
To the First Party

250

Configure a Second E-

Mail Address to Route

at Least One Incoming
E-Mail To the First

260 Request
To Anonymize

E-Mail Address?

Party
270
Send At Least Part of the Order
Request and At Least Some Second S
Contact Informatign to a Third Party 280

Figure 2



Patent Application Publication  Aug. 13, 2009 Sheet 3 of 9 US 2009/0202053 A1

Send Second Contact | 31p
Information to a Third Party

y

Communication via Second
Contact Information

- ~— 320

Communication 330
Originating from
the Third Party?
340 350
¥ v
Route Do Not Route
Communication Communication
to the First Party to the First Party

y

Log Communication

Request T 370

Log Action Taken  [——~__ 380

Figure 3



Patent Application Publication  Aug. 13, 2009 Sheet 4 of 9 US 2009/0202053 A1

Send Second Phone 410
Number to a Third Party

A

Receive a Phone Call to the Second
— 420
Phone Number
Read Call 430
Blocking and First Party
Preferences
440

Route Phone Call

442 — Route Phone Call to the
Phone Number of First Party

444 Route Phone Call to
Voicemail of First Party

Route Phone Call to

446 —_| voicemail Attachment Sent
to First Party
448 Block Phone Call

Figure 4



Patent Application Publication  Aug. 13, 2009 Sheet S of 9 US 2009/0202053 A1

First Party 510

520 tk)\

y

Data Receiving System 522

!
Anonymizer 524

| |
Order Routing System 526

A

User Management System 542

Third Party 530

Phone Routing System 544

v 3

E-Mail Routing System 546 —

i 540
Logging System 552
N
Alert System 554 550

Figure 5



Patent Application Publication  Aug. 13, 2009 Sheet 6 of 9 US 2009/0202053 A1

Storage 630

/O 660 CPU 620 Memory 640

Interface 650

//

610

Figure 6



Patent Application Publication  Aug. 13, 2009 Sheet 7 of 9

US 2009/0202053 A1

1

I

Your full MAME: [ |i = 710
Your valid EMAIL: | — |+
Phone numbers (Only one required):* 720

valid HOME Phone:| vJ\
Valid WORK Phone: | | ex7. [ 1~ 730

Estimated move SIZE: | -- Select Move Size --

VJ$

Anonyimize my email address and phone numbers ':iurl ® 740

/

[N ’ .
750 COMMENTS

. CET FREE QUOTES ) ¢

Figure 7

760



Patent Application Publication  Aug. 13, 2009 Sheet 8 of 9 US 2009/0202053 A1

Movepetalis: T

Move Date: N o _ 12/28/200] i__ v

Moving From: - :i:rz-::fnont, CA 94555

Moving To: - lSan éra‘hycisco, CA ' _

vovesze:  zgewoms

Contact Igmfor:m-ation: o e - i s
Customer Name: IMirasol Panlilio

Home Phone: o - (347) 239-5709 x7630842

Work Phone: "~ (347) 239-5709 x9374550

Work Phone Ext.: . '"“_ o

Cell Phone: (347) 239-5700 x4300782

Email: | anon-45kr32sd13e3r4@formanonymizer.com
-'Bést_'lii-rﬁgfp_(:all: 'Any time o ' _ o
Comments: | must be morning of Dec 28 Friday from 8-12

Figure 8



Patent Application Publication  Aug. 13, 2009 Sheet 9 of 9 US 2009/0202053 A1

| SEN— > J} Details of this alias: . -

}
! - . S — -—- ] iy
;,L‘L’.SSQS"’"' Vsnines.com, Jan 12, 2008 '2]i| Real phone number: (347) 668-1546 Actions: l
i Lag Session: 123meovers.com, Jan 1, 2008 [Z1l] Salias: (347) 289-3054, ext #4955902 @ Cancel this ahas i
i T . s N
) tem Afias Status: Live &) Postpone exprration date |
i@ si@stevefinknet anon-56¢451G354 @formanan . Alias due o expire in 13 days ‘B Iransfer calls to voice mail |
;B en 6681546 (347) 2893054, ext £4955902 !
{ﬁ‘ (347)239-8135 ext. #2  (347)289-3054, ext #1846200 List of phone calls for this alias:l - l

|

i

l Cet Date/Time Caller Humber ' Caller O Duration
H — - .

141372008 2:43pm (888) 394-9843 Father & Son lfoving and Storage Q0.02:%6

n

T e !
Figure 9A
- e et | Details of this aIias:] i )¢
N1 @ Real email address: sf@stevefink.net Actions: \
dan12008 =l &alizs: anonS6g45fg354@form... @ Cancel this_alias |
Alias @, Sct email preferences :
anan-SAg4sfaaia@formanon., ]| Status: Live
(347) 289-3054, ex1 #4955952 ’
1347} 289-2054, ext #1848200 List of messages for this alias: l |
0.0 From Subject: Recsived: -

Leads@movingmatrix.com MMX - New Lead (LGD) Origin: MMX.com (1... 1/13/2008 11:36 PM 9
Leads@movingmatrix.com MMX - New Lead (LOC) Origin: MMX.com (3... 1/13/2008 11:32 PM
Leads@movingmatrix.com MMX - New Lead (LOQ) Origin: MMX.com (1... 1/13/2008 11:28 PM
Leads@movingmatrix.com MMX - New Lead (LGD) Origin: MMX.com (3... 1/13/2008 11:27 PM
Leads@movingmatrix.com MMX - New Lead {LGD) Origin: MMX.com (166... 1/13/2008 11:07 PM
Leads@movingmatrix.com  MMX - New Lead (LGD) Origin: MMX.com (166... 1/13/2008 10:24 PM
Leads@movingmatrix.com MMX - New Lead (LOQ) Origin: MMX.com (397... 1/13/2008 10:20 PM
Leads@movingmatrix.com  MMX - New Lead {LOQ) Origin: MMX.com (397... 1/13/2008 10:15 PM |
teads@movingmatrix.com  MMX - New Lead (PIA) Origin: MMX.com (3978... 1/13/2008 9:49 PM L

N

DEDDD R I E &

Figure 9B



US 2009/0202053 Al

METHOD AND DEVICE FOR PREVENTING
MISUSE OF PERSONAL INFORMATION

BACKGROUND OF THE INVENTION

[0001] Identity theft and misuse of personal information
are major concerns amongst consumers and often serve as
deterrents to commerce because consumers are reluctant to
reveal their personal information. It is known that companies
often resell phone numbers, e-mail addresses, and street
addresses without authorization. Once this information
becomes public knowledge, and especially if it is associated
with a consumer who has, for example, purchased a certain
product in the past or fallen victim to a scam, this information
could also be used to target the consumer.

[0002] The consumer fear of misuse of data is especially
prevalent when commerce is not face to face, such as when a
transaction is conducted in whole or in part online or over the
telephone. While certain websites and catalogs may have
privacy policies, a consumer never knows when his or her
information will be sold or misused.

[0003] While “do not call” lists are published at least by the
U.S. government concerning telemarketing calls made to
individuals who have opted out, unfortunately unwanted calls
may still be received which are not covered by the policies of
the “do not call” lists or the government policy may not
suffice. For example, once a consumer conducts a transaction
with a business, that business may again call the consumer
even if the consumer does not wish to receive such a call.
Furthermore, other callers are exempt from the requirements
of the “do not call” lists and, for the time being, there is no
comparable “do not call” list aimed at preventing the receipt
of unwanted e-mail or regular mail.

[0004] Still further, even when a call, e-mail, or other com-
munication is from a “legitimate” source, and even with ano-
nymized contact information, there is no deterrent against
abuse of the customer’s contact information or anonymized
contact information. For example, a business or telemarketer
may not be the party the consumer believes it to be. In addi-
tion, a business or telemarketer may e-mail or call several
times, pretending to be a different entity each time, or send
spam (unwanted e-mail) to the customer.

[0005] One prior art solution is to provide a temporary
phone number or e-mail address. However, these too can be
utilized in unwanted manners, and, unless there is a large
pattern of misuse across many e-mail addresses or phone
numbers, it is difficult to track misuse.

[0006] Insome cases, a consumer may desire that his con-
tact or other information about his needs be sent to a third
party. However, in such a case, in the prior art, there is no easy
way to track whether the needs of the consumer have been met
by the third party and to stop the information from being
forwarded.

[0007] What is needed in the art is a method for allowing
users to be contacted by merchants or others in a commerce
setting, whereby the transaction can take place without fear
that consumer contact information will be disclosed to an
unwanted party. There is further a long-felt and unsolved need
to provide an easy method or device to monitor usage of
consumer contact information in order to prevent misuse and
track desired use.

SUMMARY OF THE INVENTION

[0008] It is therefore an object of the invention to provide a
method and device to allow contact information for a party to
be anonymized when provided with an order request.
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[0009] It is a further object of the invention to provide a
simple method of tracking abuse of consumer information.
[0010] It is a further object of the invention to spare con-
sumers the receipt of unwanted contact and/or the sale of their
contact information and personal information.

[0011] It is yet another object of the invention to provide a
method and device to track business leads.

[0012] The method of the invention generally proceeds by
receiving an order request from a first party, such as a con-
sumer, along with a phone number or e-mail address, while
providing a second phone number or e-mail address to at least
one third party. When the third-party calls or e-mails the
second phone number or e-mail address, the e-mail or phone
call is routed to the first party’s e-mail address or phone
number. Thus, at least the second party can track e-mails and
calls made by third parties to consumers who submit infor-
mation to them and detect misuse. Other contact information
may also be used in embodiments of the invention.

[0013] More specifically, a method of the invention com-
prises receiving an order request and a phone number from a
first party, configuring a second phone number to route at
least some incoming calls made to the second phone number
to the received phone number, and providing information
comprising at least a part of said order request and the second
phone number to at least one third party.

[0014] The second phone number (or devices associated
with the second phone number) may be configured to exclude
from routing incoming calls originating from a party other
than the at least one third party and the at least one third party
may be one third party. The one, or at least one, third party
may be designated, chosen, or selected by the first party.
[0015] The method may further comprise a step of record-
ing a log of phone calls made to the second phone number.
The log may be used to detect unauthorized usage of at least
apart of the provided information, such as the phone number
or order request provided by the first party. The method may
further comprise removing the route (i.e., the call forwarding)
upon fulfillment of an order requested by the first party.
[0016] The above method may also comprise receiving an
e-mail address from the first party and a further step of con-
figuring a second e-mail address to forward at least some
incoming e-mails to the first party’s e-mail address, and pro-
viding the second e-mail address to at least one third party.
[0017] Another method of the invention comprises receiv-
ing an order request and contact information from a first party,
providing second contact information for the first party, con-
figuring at least some communication made using the second
contact information to route to the first party, and providing
information comprising at least a part of the order request and
the second contact information to at least one third party, and
removing said route (i.e., e-mail or phone number forward-
ing) upon fulfillment of the order requested by the first party.
[0018] In embodiments of the invention, the communica-
tion reaches the first party substantially in real-time. The
contact information may be a phone number, e-mail address,
or other information used to contact the first party. The first
party may know in advance which third party will receive the
second contact information, and the routing (or forwarding)
may take place only when the proper third party (or third
parties) initiates the communication.

[0019] The method may further comprise a step of record-
ing a log of communication made using the second contact
information and using the log to detect unauthorized usage of
at least a part of the provided information.
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[0020] One or more devices of the invention may be con-
figured to carry out the steps of the method of the invention. A
device in embodiments of the invention is configured to
receive an order request and a phone number from a first party
cause at least some calls made to a second phone number to be
routed to the received phone number, and provide or exhibit
information comprising at least a part of the order request and
second phone number to at least one third party.

[0021] The device may route, or cause to be routed, calls
directed towards the second phone number to the received
phone number only when the calls are received from the at
least one third party who was provided with the second num-
ber.

[0022] The device of the invention may be configured to
provide an alert when a call originates from a party other than
the at least one third party. The device may remove the route
(i.e., forwarding) upon fulfillment of the order requested by
the first party.

[0023] The receiving may further comprise receiving an
e-mail address, and the device may further be configured to
forward at least some incoming e-mails directed towards a
second e-mail address, to the received e-mail address, and the
second e-mail address may be provided to the at least one
third party.

[0024] Inanother embodiment of the invention (which may
overlap with the previous device), a device is configured to
receive an order request and contact information from a first
party, provide second contact information for the first party,
forward at least some communication made using the second
contact information to the first party, and provide information
comprising at least a part of the order request and the second
contact information to at least one third party.

[0025] The contact information may be a phone number or
e-mail address. The communication may only be routed when
received from the at least one third party. The at least one third
party may be one third party, and the third party may be
designated by the first party or the second party. An alert may
be provided when a communication originates from a party
other than the at least one third party, and the route may be
removed upon fulfillment of the order requested by the first

party.
BRIEF DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 shows an overview of a method of carrying
out embodiments of the invention from a first party perspec-
tive.

[0027] FIG. 2 shows an overview of a method of carrying
out embodiments of the invention from a second party per-
spective.

[0028] FIG. 3 shows an overview of a method of deciding
whether to route incoming calls to the first party in embodi-
ments of the invention.

[0029] FIG. 4 shows an overview of a method of routing a
received telephone call to a first party in embodiments of the
invention.

[0030] FIG.5 shows a high level block diagram of a device
that may be used to carry out the invention.

[0031] FIG. 6 shows a second high level block diagram of a
device that may be used to carry out the invention.

[0032] FIG.7 shows a form that may be used by a first party
to send an order request and contact information to a second
party in embodiments of the invention.

[0033] FIG. 8 shows an example of anonymized contact
information and an order request sent to a third party.
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[0034] FIG. 9A shows an example of a display of configu-
ration options and call information in an embodiment of the
invention.

[0035] FIG. 9B shows an example of a display representa-
tive of communications received by a first party from a third

party.
DETAILED DESCRIPTION

[0036] The invention disclosed comprises a method and
device for receiving an order request from a first party, along
with contact information for the first party, routing at least
some communication made using, or to, second contact infor-
mation, such as may be provided to the first party, and pro-
viding at least part of the order request and first contact
information to a third party.

[0037] The term “receiving,” in the context of the claim
language, means either receiving (i.e., accepting data or infor-
mation) or causing to be received (i.e., filling out a form and
sending data or information to another). Similarly, the term
“providing,” in the context of the claim language, means
either providing or causing to be provided. Still further, the
term “routing,” in the context of the claim language, means
either the actual routing of information or data, such as a
phone number or e-mail address, from one destination
(whether real or virtual) to another, or causing data or infor-
mation to be routed. Data or information may be caused to be
routed if a device or a person carrying out a step of the method
of the invention instructs a device to route received commu-
nication. Such a person carrying out this step of the method of
the invention may be the first party submitting data which
causes a device—such as a server—to set up routing of tele-
phone calls or email.

[0038] The first party is a consumer, person, or entity seek-
ing to purchase a service or product or conduct business with
another person or entity. The order request is a request filled
out or sent by the first party to a second party, comprising a
request for such a service, product, or offer to conduct busi-
ness with another person or entity. The request may comprise
multiple requests, may be a request for a bid, a bid, and/or a
request or offer for a service to be carried out at a specific time
or in a specific manner. The contact information is data which
may be used by another party to contact the first party either
directly or indirectly. The contact information may comprise
a telephone number, an e-mail address, a physical address, an
instant messenger screen name/user ID, URL, and the like.
Still further, a plurality of contact information may be pro-
vided, such as home and work telephone numbers, a home
telephone number and e-mail address, and the like.

[0039] The second party is a party receiving an order
request and contact information from the first party. The
second party may also generate or cause to be generated
second contact information (also referred to as “anonymous
contact information™) and forward or cause to be forwarded
communications to the first party which were directed at the
second contact information. The second party may be a
device, a person, or an entity consisting of devices and people,
such as one or more companies and computer systems at the
company or companies. The third party is a person, device, or
entity which desires to carry out at least part of an order
requested in an order request.

[0040] Embodiments of the invention will become clearer
in light of the figures which are described herein below.
[0041] FIG. 1 shows an overview of a method of carrying
out embodiments of the invention from a first party perspec-






